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TRANSCRIPTION

[00:00]
TW:

Today is Friday, May 13th, 2022. My name is Todd Welch from the Merrill-Cazier Library
Special Collections and Archives. This afternoon, we are interviewing USU [Utah State
University] Manager for Enterprise Systems & Security Blake Rich. This is another oral history
interview for the COVID [coronavirus disease] Collection Project. Good afternoon, Mr. Rich.

BR:

Good morning.

TW:

So, let's start by asking you, when you started your career at Utah State University and the
various positions you've held?

BR:

Sounds good. I came up here as a student in 1990. And I enjoy telling people that I never made it
out. I went through, and I did receive a degree in computer science in 2001. But before I received
my degree, I actually fell into a full-time position. I worked a number of student jobs in various
computer labs and had an opportunity to become an IT [information technology] specialists in
what was then Multimedia Distance Learning Services just about the time that we launched the
distance education over a satellite delivery remote courses.
And this was in July of 1997. And so, I've been fully time at the university since then for about 25
years, just short of 25 years. This July it will be 25.
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Different positions that I have and responsibilities that I've had, it's been basically one job and
one position, but increased responsibilities given time. In '97, part of the focus that I had was to
support the online learning, working with the Faculty Assistance Center for Teaching with Kevin
Reeve. And we, at that time, launched a new product called WebCT: Web Course Tools. And I
ran the servers that hosted WebCT [Course Tools] for campus, and as Kevin Reeve led the charge
with Faculty Assistance Center for Teaching for helping faculty start to move content online, and
a very wonderful position or wonderful opportunities to interact with a lot of people.
[02:13]
And part of my responsibilities included maintaining the broadcast classrooms for the digital
satellite. So, at the time, on campus, we had most classrooms with a chalkboard, not much else.
And we had five or six classrooms that had audio-video equipment in there that allowed us to
connect up and send a broadcast over to satellite. I maintained the computers in those rooms and
helped where I could.
That proceeded. Along with that department, we went through a few different name changes on
the departments with increased responsibility for web servers, web services. And I eventually, in
2006, IT [information technology] as a whole reorganized. And at the time, Kay Jeppesen, the
vice president for IT [information technology], flattened Telephone Services, Networking,
Computing Services, Multimedia and Distance Learning Services into a flat organization. And at
that time, I shifted over with the System Operations Administration Team.
Same position, so to speak, but with an expanded role for to bring all the system administrators
who supported across the institution applications together. And I was a member of that team
[unclear]. And that's what this team is. Of course, I'm still on, but as a participating member of it
for five years, and after that point, I shifted to be team coordinator of that team.
Allen Hill had been the coordinator for five years. And he's still on the team. And part of the
reorganization was the idea that we would have coordinators who would manage the team rather
than directors and managers. And so, in 2012, I became the team coordinator for the System
Administration team in Central IT [information technology].
[04:14]
In two thousand I believe it was '17, we took the IT Security Team, which was a separate team
inside of IT [information technology], and merged them with the System Administration Team to
encourage a little bit more security focus across the board. And at that point, my title shifted from
a team coordinator to a IT [information technology] manager over the, we called Security and
Systems Engineering at the time, a team with the focus of trying to enhance the cyber security
readiness and the stability of the institution for applications that reached across the board.
Many of the people on my team have experienced working from a help desk-type situation,
supporting desktops, up through maybe a few departmental servers, and eventually over to my
team inside of Central IT [information technology]. Our charter, if you will, is to maintain the
institution-level systems and then advise and assist where we can with college and department
project-level systems.
So, our focus really is the enterprise systems, if you will. We have, among other things, solution
Banner, our ERP [enterprise resource planning] system that my team maintains, along with, of
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course, many other IT [information technology] groups. But at Utah State, one thing that is
wonderful that we've experienced is we work really well together across the board. Many
institutions, peers that I talk with, IT [information technology] kind of seems like its own little
beast that's to the side. And everybody says, "Ugh, I have to work with IT [information
technology]. Oh no."
[06:02]
And, for the most part, we don't have that at Utah State. And it's helped us do great things along
with everybody else. And it is really a big family across the board. So, over the last little bit, we
ended up changing, rearranging the name a little bit because people were confusing us with the
College of Engineering, with Security Engineering and Enterprise Security.
But the engineering one, security and systems engineering, which is what we had changed it to
when we merged the teams, and so, we flipped it and said that Enterprise Systems and Security to
make it a little bit more clear. And I'm still the manager of that team right now too.
TW:

So, what's the size of the team? I mean, what's the staffing levels? Do you hire and employ
student workers?

BR:

How many people do we have? We've had up to 14 full-time staff and a handful of students. At
the moment, we have a few positions open. So, we're down a little bit. We have currently 11
people. Working on filling in a few more positions. And we do have students. We have had
System students at some point early on. But at the moment, primarily, our students are Security
students to help us deal with the day-to-day attacking, the phishing e-mail that come in, and the
different searches and probes by malicious actors out there in the world, trying to break into our
system.
So, at the moment, I think we have four Security students. One of the members of the team, Allen
Hill, has a security focus, one of the full-time members, to kind of guide what direction our cyber
security area will be and with one other security analyst that's helping him that's full-time as well.

[08:02]
TW:

And I know your system's pretty sophisticated during the tour that Eric Hawley gave me of the
building. And I remember the dashboard with the big screen, monitoring all the, what are there,
400 different computer servers, and the fact that you have a lot of data that you need to protect
and keep the integrity strong.
So, exactly, you know, what are the typical roles and responsibilities if you were to lay it out for
Enterprising Systems and Security, you know, pre, let's say, March of 2020? Where was the
energy and the focus?

BR:

The energy and the focus was, and actually, it didn't change too much with COVID [coronavirus
disease] hitting. The energy and focus has been to maintain the systems at a level that can
accommodate spikes in use. You know, when registration comes, how do we scale up the systems
to handle the whole student body wanting to register all at once? And that has been an adventure
over the years, where people will – They have a Aggie strife hashtag that they post to on
Frustrations for Registration.
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But we are constantly trying to engineer and re-engineer our systems for peak stability under load
and to be able to make sure that our customers, whomever they are, are able to do what they need
to with the various systems.
So, the systems stretch from of course our ERP [enterprise resource planning], Banner, which
covers both our student, financial, and employment modules, HR [Human Resources] controllers
and Student Services that manage many aspects of the institution.
[09:54]
Banner is critical to keep up and going because we all like to receive paychecks at the end of the
month, and students really like to be able to register and have their academic history available to
them as well.
So, I focused constantly, pre-COVID [coronavirus disease] as well as now, was to, or is to make
sure that those systems are stable. We have a lot of other systems that we, I support as well, our
web presence, maintain that, fending off attacks, and trying to make sure it's stable, systems such
as the various credit card systems, so that the on-premise or in the cloud. And, of course, this is
collaborative with many other departments as well. The Card Office is often the face of many of
these type of systems, and manage it, mange the customer service and like, but my team
maintains the back end and keeps it stable.
TW:

So, prior to COVID [coronavirus disease] and that outbreak and the impact it had on you and
your team, what were some of the major initiatives or projects that the Enterprise Systems &
Security were working on that 2019, early 2020 academic year?

BR:

There were three areas that we were looking at very seriously, I guess two and one that was more
overarching, and a third one that was overarching for the institution. The first was to double down
on our security efforts. We had put together a fairly long list of security concerns that a lot of
times deal with the processes and the behavior of people and how they work with technology
rather than the capabilities of technology.
It may sound funny, but a lot of times, technical issues aren't a technical problem, they're a people
problem, and it's processes, learning, understanding, training to be able to securely do things on
devices.

[11:58]
And so, we had put together a plan that addressed 10 different items that were a high security
concern for us, and had gotten them approved in January of 2020 with the Executive Committee.
They gave us a thumbs up on tightening down our management of systems, patch management
for the systems to make sure that the systems were patched and I had the proper security
configurations enforced initiative to put a enterprise detection and response program on the
different systems so as attacks came in, they could be addressed.
As part of the initiative, we asked to increase our staffing to help address the different security
issues. And I had received permission for one additional security analyst to be added on to the
team.
And then, the second initiative we had was what we turned as cloud first. And then, anything else
that we need to otherwise basically initiative for our disaster recovery and business continuity to
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first and foremost shift Banner to cloud-hosted services such as AWS [Amazon Web Services] or
Asure to assure that if we had a big earthquake and suddenly Logan's data center was split in half
because the CEER [Center for Engineering Education Research] building fell down or something,
we'd still have paychecks coming. The students could still register for classes, that all their data
would be there and accessible, if not immediately, then at least in a fairly short period of time.
And, so we had approval, and we had our committees put together. Starting to do that.
[13:57]
And the third was, for the institution, we have a lot of customer relationship management, CRM
[customer relationship management] systems. We use solution recruits for onboarding new
students. We have over in USU [Utah State University] Advancement a product called
Millennium that manages alumni relations, and contacts, and donor contacts, and, you know,
several other across the institution.
We had an initiative started, where the institution was looking at exploring and funding the
thought of creating one customer relationship management system and pulling everything in
together. That was January, early February of 2020, and then, of course, maintaining all the other
things. And then COVID [coronavirus disease] hit.
TW:

Yeah. So, news out of China in late 2019 of a virus, which soon spread to other countries around
the world. And it arrived in the United States in late January of 2020. What are your recollections
about the first potential impacts that COVID [coronavirus disease] might have at Utah State
University and in particular, the Enterprising Systems & Security team's work?

BR:

The first inkling that something was happening is when one of the team members found the video
stream of China trying to in-mass create hospitals as fast as they could to address the number of
people that were falling sick.
And so, we have several monitors that are around the area that we typically assistance monitors.
And we put one on that camera, on the live stream of the cameras showing the hospital being
created and starting to discuss it, started to be concerned about it. The first impact, frankly, was
concern, especially of three or four of my team members.

[15:58]
They were worried that something would happen and didn't know what we would do. And then,
as it progressed, that late February, early March, as everybody was out for spring break, you
know, we had our plans. We often use spring break to update systems to minimize the impact to
students, because they're off campus at that point, many of them. And things kind of turned
around.
Suddenly, it's here. What are we going to do? Oh my gosh, should we send people home? Or are
we going to have go online?" Those type of questions started coming up. As part of those
questions included, "Are we set? Are we capable to support the students and the faculty if we go
fully online?"
Now, happily, for my team, we no longer, you know, thinking back to the WebCT [course tools],
where WebCT [course tools] was on a server siting at my desk with Instructure Canvas fully
cloud hosted. And many of the other systems that would be needed to. And at the time, we had
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Webex versus Zoom. We were just transitioning and negotiating with Zoom for a contract at the
time.
We had many of the systems that could facilitate remote learning already in place. And with our
extension, with our land-grant role, and with our extensive outreach and extension, we actually
had a lot of the pieces already in place, tried, tested, true with many faculty members having a
little experience and some having an enormous amount of experience on what works well with
remote learning and how to engage the students properly, even if they were remote.
My team, we just made sure that authentication would work for all those systems, that as load
shifted, that we could address any increase in load, any increase in data.
[18:09]
For us, what it involved is for several of our systems, increasing the memory in the processors
and what have you for systems that we already had in place. And it was to a degree a routine. It
didn't change too much what we did. We just had to take a step back, and look and say, "Okay.
Where are we going to need these resources right now?" rather than waiting until usage spiked or
peaked and then adding resources.
So, we addressed those early on. And then the next question that came up was, how are we going
to keep on maintaining these while there's a risk of the virus? We actually had a member of the
Networking Team who had booked I think it was two- or three-weeks vacation to France. And he
was set to go the end of spring break.
He was a day short before the lockdown started happening, that for travel, for international travel
of going. We were grateful it was on the side that it was because if it had been a day later, he
would've been in France and unable to get home. So, but that kind of struck home really quickly
as we said, "Okay. Oh, what are we all going to do?" I actually had one team member who, as
soon as the university said, "You know, maybe we should start allowing work from home," he
jumped at it and was actually, he was the one that had found the stream from China and was quite
upset that, you know, in February, when we saw things coming, that the university hadn't said,
"Okay, everybody go right now."
TW:

So, your team actually transitioned to work from home. Was it pretty smooth?

[20:02]
BR:

We had a few people transition at first, with many of the folks stayed in the office and saying,
"You know, I prefer to be here rather than remote." And then more and more started staying
home. And then, as an institution, as the university said, you know, "We probably should," and
started setting the standards, which it was amazing how the university went through and quickly
transitioned to having recommendations, have processes in place.
About half my team started working remote. We started learning the difficulties of what systems
we had at home versus what we had in the office and what needed to go home to be able to more
effectively work from home, you know, and the processes: pulling up the equipment, the off-site
equipment, checkout forms, etc., etc., all the paperwork that needed to be done to make sure that
everything done was done in an organized matter and a safe manner so that there was never any
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question of integrity, if you will, no question of people stealing equipment. Everything needed to
be documented as it went home if it was university equipment.
And then, learning how to do our meetings, how to connect with Webex, we had always had our
team meetings with some form of IVC [interactive video conference] or remote video because of
the various campuses we have. So, it wasn't completely new. But suddenly having half the team
remote ended up being a really strange dynamic.
And we fairly quickly transitioned to all the team remote except for typically two of us. We were
on site because occasionally we had the equipment that needed to be power cycled. We needed to
be physically here.
[22:00]
And as the institution progressed in potentially a full shutdown with nobody but critical essential
personnel on campus option available, there was two of us, myself and one other, that I
volunteered on the team, talked with them and volunteered on the team that we're designated as
the critical personnel to stay. I mean, we went through those processes. Actually, we never quite
reached that point where it was a full lockdown. It was only us available.
But for a good number of months, it was primarily just to the two of us on my team that was in
the room on campus. And everybody else, remote.
TW:

So, you'd mentioned something about having to make some shifts in resources for your
enterprising systems. Did you have to put any new focus into the security side of the team
operations?

BR:

Not too much in that we already had much of that in place. A number of years before, we had
taken on the challenge of being able to mange systems and access systems securely no matter
where we were.
And so, for that, in that respect, it was an easy transition for the team directly. Part of what fell on
my plate and more specifically, Madonna Bortle's plate, who's the manager of our service desk
was to put together the knowledge base articles to help assist people in a transition to remote
work. Madonna spearheaded that. She's excellent with words. And I contributed to it. The two of
us worked through a lot of it.
Eric Hawley, of course, their CIO [chief information officer], worked with Madonna closely and
made sure that things were covered. We put together work-from-home recommendations, trying
to cover both institutional computers or devices, machines, and personal machines if you're going
to use personal machines, and put it up on the websites and help to modify and tighten it up a
little bit as we progressed into the pandemic. A lot of it wasn't necessarily changes in the
recommendations, but readability and workflow.

[24:19]
TW:

So, in those early days, the second half of the spring semester and maybe early summer of 2020,
were you having conversations with your colleagues at other Utah or other universities around the
country about what they were doing or what you were doing? I mean, was there any interaction
with them?
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BR:

Yes, indeed. We have several different communities that span across the institutions of higher
education in the state of Utah, and both on the security side and also information security side, a
community of security experts as well as systems folks. We reached out and said, "Okay, how are
you addressing this problem? How are you addressing that problem?" ranging from, how do you
address somebody using their personal computer for things? How do you address fully remote
with resources that have typically been on campus, such as credit card readers?
How does somebody who normally is in the front office taking payments for something over the
phone or in person, we have it figured out for on campus. Well, now they need to pack up
everything and go home. How can they still take credit cards securely?
And so, we reached out and talked with other institutions across the state on how they did those
type of things as we figured it out. For other areas, I'm part of some of the information security
professionals.

[25:58]
And we have quite a few forums that are available to us that suddenly focused on special
challenges dealing in a remote-work COVID [coronavirus disease]-type world. And I participated
in several of those forums, especially through that spring and into the summer. And it included
not just education, but the CIOs [chief information officers], and the ISOs [information security
officer], CISOs [chief information security officer] from banks and other commercial
organizations across the Wasatch Front as well as across the nation, discussing the challenges that
we had and discussing how we had addressed them.
And what I found with that is when it comes down to it, Utah State did fairly well compared to
many organizations. We were more prepared. And I think it's because of our extension and
outreach mission as much as anything. We are used to people working remote or being remote
from Logan and needing to be treated and having the same functionality as if they were
physically on the Logan campus. So, we were able to transition a little bit more easily and had
fewer challenges compared to many of the other organizations that we talked with and that I had
heard presentations and feedback in these different forums.
TW:

You had mentioned earlier about having to increase the capacity of some of the resources for
remote classwork or for faculty and staff that were working remotely after the, you know,
discussions in mid-March. I know we did transition to an essential employees only on campus for
the second half of spring semester 2020.
Were those additional resources taxing from a financial sense? Did Eric Hawley acquire more
funds from Dave Cowley? Were you able to work that all into the existing budget that the IT
[information technology] has? What did that look like?

[28:08]
BR:

So, the initial spring area, we had the capacity built into our systems to be able to address the
immediate need. So, as students went home, as employees went home, we were able to address
that without an increase in any type of funding or even the equipment.
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A lot of our systems are, the systems that we have are either cloud-hosted, such as Instructure
Canvas, and then the pieces that tie into that are locally hosted in a virtual environment, a private
cloud, if you will, using VMware.
And we had capacity within our VMware system to grow what we needed. Now, it was, we have
a replacement cycle that we go through, a refresh cycle every five years. And it just happened to
hit right as we were going through the refresh cycle. So, we had just done our RFPR [requestion
for proposal request], request for a proposal. I had stepped through and had awarded in the
January time frame to a vendor to replace our equipment because we were right at the edge of
capacity. We did actually have to go in and shut down some of our other systems that were
running that we decided could be deemed non-essential at the time to make sure we had the
capacity in a virtual environment for that first little push.
So, we did have a little bit we had to shut down and adjust like that. But the hardware started
coming to replace. And then supply chain problems happened. We actually received the servers
but couldn't get the network switches to actually connect the servers up. It took us until late June
before the switches came. So, we had servers that arrived mid- to late March, but we racked up
set to go and then waited on the switches.
[30:07]
And then once we got the switches, in late June, we started to configure and it, of course, ran into
problems with the systems, and it took a while to resolve those. We were able to get them in place
in the October, November time frame, much slower than we had hoped. But due to circumstance,
especially on timing of some of the supply chain problems, it just extended it out.
And those ones, we do the cycle in a budgeted way, with appreciation dollars. And so, it wasn't a
financial hardship then. But as we geared up towards, because we had the funding already
allocated, the funding and process is already set, and as we finished up spring term, though, and
started to potentially have COVID [coronavirus disease] dollars available for helping to address
any concerns we had for the upcoming term, for the upcoming school year.
We did end up putting in some requests for that funding. And the main reason why is we were
looking at being able to do the social distance but being able to have, as people did social
distancing, the capacity, especially on our wireless network, to be able to accommodate people
wherever they were.
So, we replaced the wireless system with newer radios that supported better protocols, newer
protocols as well as looking at open spaces that hadn't previously had any wireless coverage such
as the Spectrum, and engineering how to add the capacity for students to be able to potentially use
the Spectrum to study, you know, if we have bad weather or what have you, a covered area where
they would be able to connect up wirelessly to the network, and do their classes online.
[32:13]
So, that was one of our biggest pushes and one of the things we were very grateful for the COVID
[coronavirus disease] dollars to be able to help fund. We replaced the wireless system, and it
expanded it out quite a bit. Also, things that were added in with that is concerns over security,
physical security with many offices suddenly dark. Normally, there's somebody there 8:00 to 5:00
and frequently coming in and out. There was a concern, and this was from Risk especially about
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making sure that our facilities were secure. So, part of what we did too is expand the camera
system.
TW:

So, some of this, I'm imaging it was for the upcoming academic year of 2020-21 that you asked
for these funds to beef up the WiFi [Wireless Fidelity] and some of the physical security. But the
decision was made in June of 2020 that the students would return to campus, all of the campuses,
Price, Blanding, and Logan, and that we would have some face-to-face classes. But they would be
here on campus. What did you and your team do in preparation, knowing that the students were
going to return in the fall?

BR:

For us, it was, as much as anything, helping the Networking Team with rolling out the extra
systems to address that capacity. Other than that, not necessarily appropriation for them returning
in the fall because our systems were set and scaled to the point where we could address that, was
looking again at additionally at security.

[34:02]
And that's where, as part of that funding request, we were able to obtain a product called
SentinelOne, which it's a enterprise detection and response system, EDR [endpoint detection and
response] system. Basically, it's the next generation virus and malware checkers. We were able to
purchase 5,000 licenses and with a goal of having them deployed as quickly as possible. But our
initial goal was to see if we could get them on principal, university-owned computers for faculty,
staff, and push out as far to the edges as we could by the end of December of that year.
We were able to probably use about half of those licenses by the time school started in August.
And we reached the point where we actually had to look at purchasing more by the time we
reached December.
In the past, this type of produce roll-out, we could easily see three to five years to reach the level
that we did in three months. A lot of this was people were more aware of security and then more
willing to participate to try to make sure their devices were secure, whether they were on campus
or at their house.
TW:

So, are there any memorable moments that you as the manager for the Enterprising Systems and
Security team had for that first full academic year when the students were in place, we had social
distancing guidelines, we had masks, they had extra custodial and janitorial services, and cleaning
supplies?

[36:00]
And I know that the people that were, and I was one of the essential folks, I came in much like
you and worked, so there were definitely things I remember about what it was like on campus and
the interaction and engagement I had with my clientele. Do you have any memories of that first
full year you'd like to share?
BR:

My team doesn't interact too much with students, and staff, and faculty on a day-to-day basis, but
even my team noticed how lonely it was, how much people just weren't around, the regular traffic
that we were used to. About half the team struggled with some of the requirements that we had,
from the mask mandate, to cleaning up, and just because it was an adjustment.
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And the loneliness, for me, I do interact with some students on a different personal level. I have a
bunch of inner activity with the student in Merrill Hall. And the experience that we had with
those students is severe depression with many of them. We actually had a few that were very
close to suicidal because they were missing the interpersonal interactions.
Many struggled with the adjustment to online courses, especially for the courses that were
traditionally face to face, and it was more difficult to move that content into a remote-type
learning environment.
[37:55]
And some were concerned about the quality that they were receiving: They felt that it was a lesser
quality, and that the feedback was the tail end of spring semester especially. They felt like they
were kind of shortchanged on some of their coursework.
TW:

So, your team, and I don't know how often, I think you might've said earlier how often you met
with your team as a group, maybe you also had one-on-one meetings, those were all through
Webex or Zoom, I imagine, that first academic year. Was that sufficient, or was some of this
loneliness also the fact that when you were close together in proximity, there was some more
camaraderie and more team, kind of sense of team-building that maybe was lacking because of
the work environment?

BR:

We definitely missed the camaraderie for when we were all together. Initially, as everybody was
remote, we shifted all our meetings fully to Webex and then Zoom. And I do monthly one-onones with all of my full-time staff, all of those remote, unless sometimes they want somebody to
come in because they wanted the face-to-face time rather than remote. But the interesting part
was as long as everybody was remote, we actually seemed to work better than when we were half
and half.
And the reason why is because when everybody was remote, if you needed to talk with
somebody, you'd say, "Hey, everybody, let's toss up a quick Zoom meeting. And people would
jump in. But when only half the people were remote, people would start talking, just watercoolertype talking. And it would expand into a discussion of a project: "Well, how about this, that, and
the other?"
And then we'd get done talking, and look around, and say, "Oh, yeah, and we need to include
these other three people who were remote. Oh, let's get them on the line and rehash it
completely." And there was just a loss of continuity there as we were half and half.

[39:58]
So, when we were all remote, what I found, interestingly enough for my team specifically, is that
they actually did better on their projects. They could focus more. They had fewer distractions, but
I think it was to the detriment the interpersonal relationships. So, we did miss the camaraderie a
bit.
And then, as we started to come back, the weirdness on the hybrid area, half there, half not, one
thing when everybody was remote or even now when people do work remote that we end up with,
people will get focused and almost too focused.
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I have a number of team members who would turn around and say, "You know, I sat down at
8:00 to start on this, and this led to that, and that led to this other thing," which is very typical.
And then I looked up and realized it was 3:00 and I hadn't had lunch yet. Now, so often that
happened. And so, part of my challenge as manager, when everybody was remote, was to use, we
use Slack, to use our team Slack area to have some of that camaraderie still. We created a channel
that we call Slack Off that was a place for memes, and funny jokes, and things like that to keep it
separate from our workflow, but just a fun place to have a little bit of a laugh.
And I encouraged team members to remember to get up occasionally and go for a walk, go for a
bike ride, or things like that to help break up the day and not just stay sitting in one seat for eight,
nine hours. Then, of course, how that has caried over for change, for my team, we have systems
that need patching. And if they need patching at 3:00 in the morning on a Saturday or a Sunday,
we do it.
[42:03]
So, while the general philosophy and policy of USU [Utah State University] IT [information
technology] is that we have 40-hour work weeks with a typical expectation of being in at 8:00
and leaving at 5:00, with an hour lunch and a few breaks in the middle, that's the expectation that
Eric Hawley has set out; but then, he's always given his team managers the flexibility to adjust to
circumstance.
And so, with my team, I've been able to do that over the years. If somebody needs to drop their
kid off at school and is going to make it in by 8:30 or 9:00, that's okay because this Saturday, he's
going to be getting up at 5:00 and patching systems until 7:00 or 8:00. And so, it balances out.
And being remote and learning how easy and how useful Zoom and screensharing and like could
be actually makes it easier for people to – for me to be able to say, "Okay, you need to work
remote because you have a sick kid right now. That's okay. Go ahead and work remote." And
they'll be online, and people will know they're there. And they can focus as they need to without
having to worry about saying, "Well, maybe you should take half a day," or, "Well, you're going
to be patching over here during this time." So, you know, it kind of balances out.
I have more flexibility and have trust having seen the results of the team working remotely to be
able to say, "Yeah, go ahead. You'll be home this morning remote. But then you'll be in the
afternoon. Okay. Great," and be able to help with kind of the life-work balance even more than I
could before COVID [coronavirus disease] hit.
[44:00]
TW:

So, one thing, Blake, I was curious about, and I'm going to ask it this way, I hope it makes sense:
So, with everybody during the academic year of 2020-2021 working remotely, and then the
decision was made, and President Cockett asked people to start coming back to campus and work
from campus, beginning, you know, in June, July, August of 2021, so, fall of 2021, spring of
2022, those two academic years, one working remotely and one coming back slowly but surely,
although I still think it was a hybrid approach, did you and your team in Enterprise Systems &
Security, did you see any changes in the way Systems or Securities, or the way you needed to
respond to the work if they were working remotely versus if they were working in person?
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BR:

I didn't see any change in the actual systems themselves. The main change I saw was in the
interactions between team members. And when we said, "Okay, everybody, if you want to come
back, you can," we talked about setting a date. And of course, we had was it August 15 that we
set for everybody to be fully back?
I told the team, "If you're comfortable coming back," this was mid-May, I said, "go ahead. I 'm
not going to tell you that you can't. And I'm also not going to – And some of the teams in IT
[information technology] said, "You know what? Either all remote or all in person works the best.
This hybrid stuff is a little bit weird. We're half and half: Half are here. Half are not. So, we're
going to set a date for the full team to return." Several teams in IT [information technology] did
that.
For my team, I went ahead and let people choose. And I did see some weirdness. We had to be
more conscious of it, and we talked about ways to overcome it if it became a problem, anything
from even having Zoom meeting up and having everybody join to the Zoom meeting full time
through the day.

[46:03]
We ended up not doing that, but we did see some strangeness and difficulties with like
communication because of the hybrid return that if it had continued, we would have had to have
addressed.
TW:

You had mentioned some of the struggles of the students from a mental health standpoint. How
do you feel you and your team did over the course of the two years? Is there still some struggles
that are going on that may have some longstanding effects? Or are they coming through okay,
given all the challenges that they've had to deal with for two-plus years?

BR:

At this point, I believe they're coming through okay. As we return, the folks settled down. The
ones who struggled the most were the ones that – and we did have some struggles. And ironically
enough, those that struggled the most have since taken other jobs in other places, not because of
USU [Utah State University] at all, just their own career opportunities.
But the ones who struggled the most were we had one or two that were deadest against masks no
matter what. And they wanted to be in the office, and they wanted to be there. And I was lucky
enough, and our offices over in the CEER [Center for Engineering Education Research] building,
that we actually had the spacing already in the desks that we could meet the requirements of at
least six feet apart without a mask during that duration, and with half of us gone, even more so.
We had plenty of separation so that we were okay.
But some of the ones that did not want to wear a mask, I had to on one, and he really wanted to be
here too, two different times, I ended up having to say, "You know what? Yes, we can get a
doctor's exception." He could. He had some breathing issues, where he could've got a doctor's
exception.

[48:02]
But I said, "If we get a doctor's exception, what I'm authorized to do is ask you to work from
home." And so, two different times, as we were doing this staged return, I ended up having to ask
him to go home because there'd be a spike in COVID [coronavirus disease] cases. And some of
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the other team members who, there are two teams in our area: the Networking Team and my
team, and many on the Networking Team were very much you should be wearing a mask no
matter what, no matter what interaction at your desk, etc., even if we're 12 feet apart from each
other. And there was a little bit of conflict there and a little bit of concern. And it kind of was
from both sides.
You know, the one who was against the mask felt that it was silly and was upset with those who
felt that it was not, so a little of the interaction we saw all over the place. And it was just
balancing working with the personalities and the personnel to make things work. It was those
extremes that even right now, I'm still struggling a little bit to mask or not to mask and in what
situations.
Most of my team, you know, even now, I have a mask in my pocket. If I get in a situation where
several people are masked, regardless of whether it does anything or not, I'm not making a
judgement; I'll pull it on to be considerate of the concerns of others. And so, you know, it kind of
balanced down to that.
TW:

So, I forgot to ask this question earlier. But Blake, are there any changes that the Enterprising
Systems and Security team put into place due to COVID [coronavirus disease], and I'm talking
about protocols or practices, changes that were made that will become just part of the standard
operating procedures moving forward long after the pandemic's over?

[50:03]
BR:

One of the main ones is making pretty much not every but most meeting Zoom accessible. And
the reason why that comes into play is because once upon a time, if you were sick, we would
encourage you to stay home. And you just missed whatever meeting and would catch up,
whoever was gone, with notes or what have you.
At this point, most people join the meeting, whatever meeting because it's always available over
Zoom. Of course, I now have the flip side of the problem: If somebody's really sick and sick
because they're really sick, trying to convince them that it's okay to take a sick day, they don't
have to sit up there at home sick and try to work through things, they can take a sick day.
Actually, that's one of the biggest challenges I have is convincing people to take a sick day and
not just say, "Well, I'm okay enough. I'll work from home." It's okay. We have them.
So, the other change, which may seem silly, but it's just a change, is that, and watch me not have
one here yet, we now have sanitizer and sanitizing wipes everywhere. And it's amazing how clean
a dining area can be if everybody, when they get done eating, pulls out a Clorox wipe and wipes
down the counter.
It's amazing how dirty those areas used to be. And then as we went through the pandemic, and it
just became routine, and everybody did it. Our discussion was, "Wow, this is nice. Wow, I hope
we continue this." People are more conscious of cleanliness. And it's helping the workplace. It's
helping the environment.

[52:00]
TW:

So, Blake, what are some of the biggest lessons you've learned during the course of the two years
of the pandemic?
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BR:

I don't know if it's new learning. But, well, it isn't new, but it just emphasized that when people
are faced with difficult things, even with uncertainty and doubt about what's going to happen, and
actually, because they are faced with those type of things, when push comes to shove, when
people are faced with difficult things that are outside of the norm, most people will step up to the
plate. They'll increase their willingness to help people, their awareness of people around them,
and try to work harder to make sure that, for our side, systems and security are taken care of so
that people that are in discomfort or outside of their comfort zone are able to do what they need
to.
It's good to be challenged. And if you can be challenged in such a way that it doesn't feel like
micromanaging, but with a cause, with a purpose, and a direction, that people can see it will help
people, they'll step up, and they'll do what they can.

TW:

Is there anything else you'd like to add about your or your team's experiences during the COVID
[coronavirus disease] pandemic at Utah State University?

BR:

You know what? I think I've probably covered most of it. I have an amazing team. And we just
became closer as we work through it.

TW:

Mr. Rich, I'd like to thank you for your time this afternoon discussing your and your team's
experiences with the COVID [coronavirus disease] pandemic at Utah State University.

BR:

My pleasure.

[End recording – 54:11]

USU COVID-19 2022: BLAKE RICH

15

